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Research Aims

The group "Security, Privacy and Society" conducts research at the intersection of humans 

and technology with a focus on human-computer interaction and the human aspects of IT 

security and privacy. Using interdisciplinary approaches, we aim to tackle current security-

related challenges and to develop human-centered solutions.
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Research Areas
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Human-Centered Security and Privacy Research

Human Factors in Interconnected Security- and

Safety-Critical Systems

Leveraging Human Potential to Contribute to Cybersecurity
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Human-Centered Security and Privacy Research
Exemplary Projects

• Digital Nudging: Analyse effectiveness and 

transparency of security/privacy nudges 

06.09.2023 4Prof. Verena Zimmermann | Professorship for Security, Privacy and Society

(Zimmermann et al., 2021, TOCHI & 2022, Behav.Inf.Technol., Ur et al., 2017, CHI, Marky et al., 2020)



Human-Centered Security and Privacy Research
Exemplary Projects

• Digital Nudging: Analyse effectiveness and 

transparency of security/privacy nudges 

• Usable Authentication: Design and 

evaluate usable authentication schemes, e.g. 

2FA or Smart Home authentication

06.09.2023 5Prof. Verena Zimmermann | Professorship for Security, Privacy and Society

(Zimmermann et al., 2021, TOCHI & 2022, Behav.Inf.Technol., Ur et al., 2017, CHI, Marky et al., 2020)



Human-Centered Security and Privacy Research
Exemplary Projects

• Digital Nudging: Analyse effectiveness and 

transparency of security/privacy nudges 

• Usable Authentication: Design and 

evaluate usable authentication schemes, e.g. 

2FA or Smart Home authentication

• Phishing Detection: Explore potential of AR 

based phishing training to counteract 

cognitive biases exploited by attackers
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When Safety Meets Security
Research Question

• Safety and Security as two disciplines with different traditions, methods, and departments

• Safety = Operational Safety, Freedom from (unintended) accidents or errors

• (IT) Security = Protection from (intended) cyberattacks

• Increase in digitalization increases interaction between safety and security
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When Safety Meets Security
Research Question
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Safety Security 

What are the relevant 

interactions in different 

areas or industries? 

What are the human-centered 

challenges resulting thereof? 

How can the interactions be 

considered in a positive way? 

How can the challenges be 

addressed? 



Thank you for your attention!
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